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GRADE-8 

CH 9 SECURITY AND ETHICS 

Prepared by: Mrs. Sonia Antony 

Q1. Explain the term Computer security 

Computer security is concerned with taking care of hardware, software and data. 

Q2. Name the different types of security risks? 

1. Computer virus 

2. Hacking 

3. Spyware or key logging 

4. Spyware or key logging 

5. Phishing 

6. Pharming 

Q3. What is computer virus? 

 Viruses is software program that is designed to corrupt a computer system and  

destroy or alter the data. 

Q4. How can viruses affect your computer? 

1) Viruses can cause a computer to crash.  

2) Viruses reduces computer performance. 

3) Viruses can cause deleting or corrupting files. 

Q5. What is antivirus software?  

Antivirus software is a software that detects, prevents, and removes viruses from a 

computer.  

Q6. What is meant by hacking? 

Hacking is a way of gaining illegal access to a computer system to steal personal 

data without the owner’s consent or knowledge (e.g. to steal a password file).  

Q7. Explain spyware or key logging 

Spyware is software that gathers information by monitoring key presses on the 
user’s keyboard and relays this information back to the person who sent the 
spyware. 

Q8. What is phishing and pharming? 

Phishing: The creator sends out a legitimate-looking email to encourage the user to 

give their personal details. 
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 Pharming: Malicious code software is installed on the hard drive of the user’s 

computer or on the web server. This code will re-direct users to bogus (fake) websites 

without the user’s consent or knowledge.  

Q9.What is firewall? 

Firewalls are software, hardware or both, used to filter out unauthorized request from 

outside users to gain access to a network. It also filter data so that only allowable 

data are permitted into the computer. 

 

 

Q10. Give the different ways that data can be accidentally damaged. 

1. Human error (e.g. deleting/overwriting data)  

2. Physical damage  

3. Power failure/surge 

4. Hardware failure 

5. Software crashing 

Q11. What is the purpose of encryption? Describe in detail encryption and decryption. 

The data are coded before being sent and then decoded at the other end. Encryption 

is used to protect data from hacking. 

Encryption:- Scrambling of data is called encryption. An encryption algorithm is 

used to scramble data. 

Decryption: It is the reverse process of encryption. Decryption is the process of 

converting encrypted data back to its original form.  

Q12. What is meant by computer ethics? 

Computer ethics deals with set of moral principles that regulates the use of 

computers. 

Q13. Explain why ethics are important when using computers. 

1. Computer ethics help stop the misuse of computers. 

2. It helps keep users safer when using computers. 

3. It provides rules for using computers. 

4. It helps stop intellectual property theft. 

5. It helps prevent the misuse of personal information 


